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The Al Agent Governance Gap: Why Existing
Frameworks Fall Short

MANAGEMENT SUMMARY & CORE TAKEAWAY

In April 2026, NIST and CSA confirmed that NIST Al RMF, ISO 42001 and the EU Al Act were built
before autonomous agents existed and structurally fail to cover agent-specific risks. 92% of
enterprises lack visibility into their agent identities. Swiss SMEs should implement agent inventories,
least-privilege access and monitoring now, rather than waiting for final standards.

CONTEXT & EXECUTIVE RELEVANCE

On April 3, 2026, the Cloud Security Alliance made official what many security leaders had already suspected. Inits research note
"The Al Agent Governance Gap: What CISOs Need Now," CSA confirmed that the major Al governance frameworks — NIST Al RMF
1.0, ISO 42001, the EU Al Act — were architected before autonomous Al agents became an operational reality. They govern
models, training data, and decision logic. What they do not govern: agent identity, tool chains, and audit trails spanning multiple
autonomous actors. This is not a minor gap. It is a structural one.

The governance gap describes the fact that existing Al regulatory frameworks were designed for static, human-triggered Al
applications — not for systems that independently plan tasks, invoke tools, communicate with other agents, and make decisions
without immediate human sign-off. A language model that answers a query is fundamentally different from an agent that
autonomously accesses ten systems, initiates payments, or drafts contracts. For the latter, established frameworks simply lack
the categories needed to govern it.
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DECISION MATRIX & ROADMAP

CORE ACTIOM ITEM3

01 Build an agent inventory: catalog every production agent with its identity, permissions, tools used, data sources, responsible owner, and
associated business process.

02 Enforce least privilege consistently: issue agent credentials that are time-bound, just-in-time, and strictly scoped to necessary
functionality.

03 Monitor agent-to-agent traffic: extend existing SIEM and UEBA systems to capture tool calls, AP| requests, and data access between
agents.

04

Adopt the OWASP Agentic Top 10 as a baseline threat model and integrate it into existing risk processes.

SWISS COMPLIANCE & ARCHITECTURE GUIDELINES

H Full compliance with revised Swiss Data Protection Act (revDSG).
[ Zero vendor lock-in on closed proprietary models.

[ Seamless integration into Abacus, Bexio and M365 ecosystems.

Non-Binding Process Analysis

Let us review in 20 minutes where Al agents create immediate measurable efficiency in your _
workflows.
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